
Learn how we work with industrial teams and the community 
to strengthen digital security in industrial plants: 

NIS2 is here – 
are you prepared?

What is NIS2? And who is affected?

NIS2 readiness starts in the plant. 
Are you prepared?

draeger.com/industrial-cybersecurity

NIS2 is becoming a major priority for industrial companies — 
Dräger included. Across the sector, many are asking the same questions: 
What’s in scope, what needs to change, and where do we start?

We’ve broken the topic down in a clear infographic 
to support the industry with orientation and spark 
meaningful exchange. Because leading the way in 
digital security also means moving 
forward together.

NIS2 is the EU wide cybersecurity directive that raises cyber resilience 
requirements for critical and important sectors. The directive applies to 
organisations that are categorized as either “essential” or “important”, 
spanning various sectors and are of medium size or larger, with at least 
50 employees or an annual turnover exceeding €10 million. 
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Companies in scope must implement cybersecurity risk 
management and be able to prevent, detect, respond to, 
and report significant incidents, with management 
accountable for oversight.

Non-compliance can trigger regulatory orders and significant 
fines, plus management-level measures.

Non-monetary measures

Administrative fines

Management consequences
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What do companies need to do?

What hinders implementation?

According to our own Dräger survey conducted by 
Statista among decision-makers and employees in the 
OT-cybersecurity environment of industrial facilities, 
only 5% of respondents see no challenges in the 
implementation of the directive. 

What are the consequences of non-compliance?

How has NIS2 affected the budget?

By 2025, around three quarters of organisations did not have their own NIS2 
budget, while the rest has clearly established NIS2 and typically reserved 5–15% of 
their cybersecurity budget specifically for implementation and operation. 

Essential Entities

What challenges do you face when implementing 
the NIS2 directive in your company?

Important Entities

Source: Dräger Report “Securing the Weak Links – The Critical Role of Operational Technology”, 2025

Energy

Transport

Banking & Financial 
Market Infrastructures

Health

Drinking Water & Wastewater

Risk management measures, secure operations, 
access control, supplier security

Technical challenges with existing OT systems
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38%

38%

37%

35%

35%

30%
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Lack of internal resources & expertise

High costs and budget constraints

Lack of time for timely implementation

Difficulties in IT-OT collaboration

Supply chain security and third-party risks

Unclear regulatory requirements

I see no challenges.

We are not affected by NIS2.

Do you have a dedicated budget 
for the NIS2 Implementation?

If yes, could you please indicate the 
financial value reserved for the NIS2 
(as % of the total cybersecurity budget)?

Monitoring, vulnerability 
handling, testing

Incident handling processes, 
communication, escalation

Business continuity, backups, 
crisis management

Regulatory incident reporting and 
post-incident documentation

Orders to remedy 
non-compliance (incl. 
mandatory audits)

Public statement naming 
responsible persons and 
the violation

Up to €10m or 2% of 
global annual turnover 
(whichever is higher)

Customer / public 
notification 
measures

Temporary bans from 
management roles

Digital Infrastructure

Public Administration

Space
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Waste Management
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Production, Processing, 
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Manufacturing

Digital Providers
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