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At Dräger, we develop technology for life. Our customers, accross all sectors, rely on this 
technology and expect Dräger products to operate without vulnerabilities that could compromise 
performance or the confidentiality, integrity, and availability of their electronic data.1 Protecting 
sensitive data and preserving privacy are integral parts of our development processes.

Security is not a feature of a single device or system, nor is it the sole responsibility of the manufacturer or the customer 
that uses the product. The secure integration of Dräger products into the hospital environment is a shared responsibility. 

This paper outlines Drägerʼs approach to securing device data in connection with cloud-based products. It describes the 
engineering controls and safeguards in place to protect data against cyberattacks, both on and off premises.

The paper also presents the security characteristics of our hospital data analytics solutions and service-related applications 
in the Dräger Digital Services Platform. Please note that it does not cover the security features of individual devices. 
Dedicated documents for devices with security-relevant information, such as asset risk management, are available upon 
request (e.g. MDS2).
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enhance customer satisfaction. Service technicians can 
access a suite of web and desktop applications that 
facilitate service delivery. One specific example is the Remote 
Help Ticket, a device-initiated service request that securely 
transfers technical device data to the cloud, where it is made 
available to authorised Dräger service experts for analysis.

Our commitment to data security and privacy
Fundamental to our product development strategy is 
an unwavering commitment to data privacy and the 
implementation of stringent security measures. We 
are committed to protecting sensitive information and 
adhering to industry best practices to ensure compliance 
with regulatory requirements. Top-tier cloud partners 
and a carefully selected cloud services model form the 
foundation of our secure infrastructure. 

In addition, we have taken further measures to protect 
your data, including consistent encryption of all data in 
transit and at rest using industry-standard encryption 
protocols, strong authentication and authorisation 
controls, regionalised data storage, and clear software-
based tenant separation. Our DevSecOps (Development, 
Security and Operations) teams continuously maintain and 
monitor secure operations.

My Dräger portal
With the My Dräger portal, you can access digital 
applications, services and support 24/7. This helps you to 
streamline workflows, manage devices, track orders and 
gain new clinical insights, all in one place.

Hospital Data Analytics solutions
Hospital Data Analytics solutions enable customised 
data analysis by leveraging data generated by connected 
Dräger devices. These software-based products process 
raw data and place it into context providing useful 
information and support informed decision-making. 
Specific examples of our Hospital Data Analytics solutions 
include Lung Protective Ventilation Analytics and Device 
Utilisation Analytics. Lung Protective Ventilation Analytics 
offers a clear overview of ventilation practices across your 
operating room (OR) or intensive care unit (ICU), supporting 
consistent adherence to protective ventilation strategies. 
Device Utilisation Analytics supports the efficient utilisation 
and management of your Dräger device fleet. 

Digital solutions for service
In addition to our hospital data analytics products, we 
offer a range of digital solutions and services designed 
to streamline operations, improve user experience, and 

The technology that enables medical device connectivity 
has advanced rapidly, offering new opportunities to use 
collected data to support clinical decision-making and 
streamline organisational processes. For example, you can 
now use data from anaesthesia machines or intensive care 
ventilators to gain useful insights and improve the services 
we offer you. 

To make data from your devices available to you and 
our service staff, we have established the Dräger Digital 
Services Platform, a secure cloud service that allows us 
to aggregate and analyse data from your devices, process 

that data to generate meaningful information, and make this 
information available to you via the My Dräger web portal. 

While a cloud service has many advantages, it raises 
questions about data security, availability and confidentiality. 
The following explanation outlines how data is transferred 
from Dräger medical devices to the cloud, as well as the 
measures we have in place to support data security and 
privacy. This requires a secure cloud infrastructure off 
premises as well as a dedicated infrastructure within your 
hospital network on premises.

1	 Introduction 
—

Dräger Digital  
Services Cloud 

Off premises

Customer 
On premises

Encrypted

Fig. 1: On-premises and off-premises infrastructure
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Networked devices 
To take full advantage of our data-based solutions, it is 
important to connect as many Dräger devices as possible. 
This is particularly relevant for anesthesia machines, 
critical care ventilators, and patient monitors. Only when 
most, if not all, devices are connected within a network 
and the required infrastructure is in place can data from 
devices be captured and used its full potential. This 
infrastructure includes a ServiceConnect Gateway (SCG), 
which must be installed on the hospital’s premises.  
The tools of our service engineers are an integral part of 
this infrastructure. Although they are not permanently on 
site, they are relevant to data security and privacy. 

Connectivity Gateway
Dräger gateways are essential components installed 
on premises for data capture and secure transmission 
to the Dräger Digital Services Cloud. The SCG captures 
technical data from networked Dräger medical devices 
within the hospital. For example, Alarm History Service 
(AHS) extracts alarm data from an Infinity patient monitor 
database, transforms the data, and forwards it to the 
Dräger Digital Service Cloud for use with the Alarm History 
Analytics application, which can help the hospital improve 
alarm management.

To ensure comprehensive data coverage, data capture 
occurs in near real-time or at configured intervals. All 
captured data is protected using industry-standard 

cryptographic mechanisms. Data encryption is performed 
using AES-128 and AES-256, while SHA-256 and SHA-384 
are used for hashing and integrity verification. Access 
controls are deployed to prevent unauthorised access.  
For data transmission from the gateways into the cloud, 
state-of-the-art security protocols, such as HTTPS 
with TLS 1.2 or higher, are deployed to establish secure 
connections between customer or on premises sites and 
the Dräger Digital Services Cloud, protecting data in 
transit against interception and tampering.

Service technician tools
Service technicians, whether a Dräger field service 
technicians or trained service personnel, rely on the 
applications installed on their laptops to perform service 
tasks and monitor Dräger products.2 These applications 
streamline diagnostic checks, software updates, and  
on-site troubleshooting within hospital premises.

Dräger field service engineers are provided with Dräger- 
issued laptops with full-disk encryption, which receive  
regular security updates and are continuously monitored 
for malware. Data sent from a technician’s laptop is fully 
encrypted between on-premises and off-premises sites, in 
the same manner as Dräger gateway communication.

2	 On premises 
—
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Fig. 2: Data flow
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Data flow and types of data
The diagram above illustrates how data is sent from devices 
to the Dräger Digital Services Cloud (Fig. 2).  
There are two ways to connect to a device:  
(1) via service technician tools or (2) through an SCG. 
Data transferred from a device to the SCG or a service 
laptop contains technical data only, such as performance 
metrics and usage statistics. In general, no Personally 
Identifiable Information (PII) or Personal Health Information 
(PHI) is transferred. 

However, it cannot be ruled out that the technical data 
could be linked to a specific individual when combined 
with additional data from other sources within the  
hospital. Creating such a link is not within the scope of  
the Dräger Digital Services Platform applications. Data 
is transferred either to the SCG via the network or to a 
service technician’s laptop via a direct connection. When 
data at rest is stored either on the SCG host or on a service 
technician’s laptop, it is always encrypted using industry-
standard cryptographic algorithms. When data is then 
transferred to the Dräger Digital Services Cloud, HTTPS 
is deployed to ensure data confidentiality and integrity in 
transit.

Application update strategy
At Dräger, we pay particular attention to keeping the 
software we deploy up to date. Updates are continuously 
provided by Dräger, whether they include feature updates, 
bug fixes or security patches.

Applications for service execution are provided through 
the ServiceConnect Desktop software. ServiceConnect 
Desktop serves as a launcher for service applications 
and can also facilitate updates for all Dräger software. By 
default, these updates are initiated by the user, although 
some applications, such as the SCG, may be configured 
to auto-update. Applications with the auto-update feature 
enabled will install updates automatically whenever a new 
client version becomes available.



Platform as a Service (PaaS) delivers and manages 
all hardware and software resources required to develop 
applications via the cloud. Developers and IT operations 
teams can use PaaS to develop, run and manage applications 
without having to build and manage the infrastructure or 
platform themselves. PaaS customers still need to write 
code and manage their data and applications. However, 
the environment for creating and deploying applications  
is managed and maintained by the cloud provider.

Software as a Service (SaaS) offers the entire application 
package and provides a complete cloud-based 
application that customers can access and use. SaaS 
products are fully managed by the service provider and 
are ready to use – including all updates, bug fixes and 
overall maintenance. Most SaaS applications are accessed 
directly through a web browser. In this way, customers do 
not need to download or install anything on their devices.

Types of cloud service models

In general, cloud computing architecture essentially 
distinguishes between three categories of service models: 
Infrastructure as a Service (IaaS), Platform as a Service 
(PaaS), and Software as a Service (SaaS). These terms 
refer to how the cloud is used within an organisation and 
define the responsibilities of the stakeholders involved in 
managing the cloud environment (shared responsibility).

Infrastructure as a Service (IaaS) provides on-demand 
infrastructure resources in the cloud. This infrastructure 
includes computing, storage, network resources and 
virtualisation. In this scenario, the service provider 
does not manage, maintain or update the data centre 
infrastructure, but is responsible for the operating system, 
middleware, virtual machines and any applications or data.

3	 Off premises: cloud  
structure and regular  
operation 
—
As mentioned earlier, data transferred from the SCG to the Dräger Digital Services Cloud is 
protected by HTTPS. To further assess the security of the data in the Dräger Digital Services 
Platform, it is important to understand both the chosen cloud services model and the 
application structure.

Dräger Digital Services Cloud 
Off premises

Technical Device Data

User Data

Tenant Data

Tenant Separation Layer

Customer 
On premises

Fig. 3:  Dräger Digital Services Platform

6  |  Dräger Digital Services Platform



It is important to understand the stakeholders as defined  
in this paper:
•	 Cloud provider: Company that owns and manages the 

infrastructure
•	 Service Provider: Dräger, provider of digital services  

to hospitals
•	 Customer: Dräger customers, such as hospitals

Dräger Digital Services Cloud
To provide our cloud-based services, we deploy PaaS  
services on Microsoft Azure and Oracle Cloud Infra-
structure (OCI). This means that Microsoft Azure and OCI, 
hereafter referred to as cloud providers, are responsible 
for the operation and security of their data centres, 
physical networks, and computing infrastructure. Their 
employees’ main task is to manage the security of the 
infrastructure and ensure that security patches for network 
components or operating systems are applied as quickly 
as possible. 

Responsibility for network control is shared between the 
cloud providers and Dräger. We are responsible for all 
applications in the Dräger Digital Services Cloud and the 
corresponding data.

In summary, Dräger, as a PaaS customer, deploys this 
PaaS structure to provide you with applications within the 
Dräger Digital Services Cloud Platform as a SaaS solution.

SaaS architecture of the Dräger Digital 
Services Cloud
The Dräger Digital Services Cloud is divided into multiple 
Self-Contained Systems (SCS).3 Each SCS represents a  
self-contained application that forms the Dräger Digital 
Services Cloud as a whole. This ensures that each 
application can only access data it is authorised to access. 
Furthermore, all sensitive data within an SCS is encrypted 
at rest using 256-bit AES. Communication between the 
applications takes place exclusively through defined and 
secure interfaces (APIs), ensuring that access to application 

components is always authorised. All communication 
between the cloud infrastructure and the customer network 
is protected by industry-standard encryption protocols. 
Network isolation between cloud resources is enforced 
through network policies. Data is used only to the extent 
contractually agreed.

Web applications on My Dräger
My Dräger is a web portal that offers a wide range of 
applications and services, such as data analytics4 and 
self-service functions, to support hospital processes and 
improve the user experience with our devices.
To access the My Dräger portal and other cloud applications, 
an internet-enabled computer and the latest version of 
Google Chrome, Mozilla Firefox, or Microsoft Edge browser 
is required. Access to the web interface is provided 
through a secure HTTPS connection. The connection 
requires TLS 1.2 or higher. Connection requests based on 
legacy SSL or TLS versions are rejected.

Data processing regions
Dräger operates multiple data processing hubs worldwide 
to store technical device information (Fig. 4). This data is 
kept within its region while it is processed and aggregated. 
Only filtered device data required for customer-requested 
applications is sent to the global analytics cloud platform 
hosted within the European Union (Fig. 5).
 
This regional data processing approach specifically 
applies to the SCG, as it includes comprehensive technical 
device information that is relevant for service use cases 
but not necessarily required for global analytics solutions.

In contrast, other services such as the Alarm History 
Gateway are designed for specific cloud solutions 
and require complete alarm data to provide optimal 
recommendations through the Alarm History Analytics 
service. Therefore, they send their data directly to the 
global analytics cloud platform in the EU.

Regional data storage is maintained 
in the following locations:

	 EU (includes all countries  
	 without a specified area)

	 Switzerland
	 USA
	 Australia/New Zealand (ANZ)
	 Japan (including data from  

	 South Korea)
	 Canada

Fig. 4: Regional data processing hubs
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Encrypted 
during transit

Dräger Digital Services Cloud Off premises

Authentication and authorisation
In order to use applications within My Dräger, a personalised 
user account and password (Dräger ID5) are required. 
The user is authenticated with an identity and access 
management (IAM)6 system via OpenID Connect (OIDC)7, an 
open standard protocol for authentication and authorisation.
Authentication and authorisation checks are performed 
using role-based access control (RBAC)8 and logical 
tenant separation to ensure that only authorised accounts 
can access the data.

The initial authentication password can be set by the user 
during registration. Password resets can be performed on 
the login page. To ensure that secure credentials are used, 
the NIST 800-63 password guidelines are enforced. Web 
cookies are stored for the user session. We recommend using 
a password manager for secure storage of login credentials. 

Dräger enables organisations to manage user access via 
Single Sign-On (SSO) using OIDC. In this setup, the hospital 
acts as the identity provider, managing user credentials and 
authentication methods independently.
This enables users to sign in to Dräger applications using 
their existing work accounts.
With this approach, customers' own IT teams directly 
control onboarding and offboarding processes, security 
policies, password rules and compliance standards.

Only authorised Dräger employees who are entrusted with 
relevant tasks have access to customer data. These tasks 
include providing service and using data for software im- 
provements. To ensure security, the mechanisms for authen- 
tication and authorisation described above are applied 
equally to Dräger employees and the principle of least privi-
lege is enforced. Multi-factor authentication9 is mandatory for 
all Dräger employees and available for all other users.

Tenant separation layer
Tenant separation is a critical component of the Dräger 
Digital Services Cloud's data privacy and security 
measures (Fig. 4). Data and resources are always linked to 
a specific tenant, which may refer to a specific customer, 
location or organisation. Tenants are hierarchical, with 
parent tenants having access to data from child tenants.

Logical tenant separation is in place to ensure that clients 
with the correct access permissions can access data 
access. This is achieved through software controls that 
isolate each tenant’s data and resources. Users are granted 
access only to data within their part of the tenant tree, 
based on their roles, ensuring that they can only access 
the data and functionality they need to perform their job 
functions.

In addition to these controls, monitoring processes are in 
place to ensure that tenant separation is maintained. This 
includes monitoring for unauthorised access attempts and 
unusual activity.

Audit trail
Dräger has implemented audit trails to provide a clear and 
detailed history of all critical activities performed within 
the system. This transparency allows authorised Dräger 
personnel to review and understand what changes have 
been made, when they occurred, and who initiated them. 
These audit trails are crucial for security, as they help 
identify and investigate security breaches, unauthorised 
access attempts, or suspicious activities within the system.

Log 
Filter

Regional Hosting

Technical Device Data

Tenant Separation Layer

EU Hosting

User Data

Tenant Data

Filtered and/or aggregated  
Technical Device Data

Fig. 5: Tenant separation layer, regional data storage and data filtering for EU-based processing

Customer 
On premises
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The Dräger Digital Services Platform is designed with 
a focus on adaptability and reliability, allowing us to 
scale resources as needed during critical situations. 
This approach not only enhances data security, but also 
ensures continuity of operations during unforeseen events.

For transparency, we maintain a status page10 where the 
current system status and past incidents can be viewed. 

Operations
Our Cloud Systems Integration Development teams are 
organised as DevSecOps teams.11 By adopting DevSecOps 
practices, the teams work to facilitate system reliability 
and high availability, while aiming for low downtime and 
reinforcing security and governance. To reinforce security, 
Dräger employs Cloud Security Posture Management 
(CSPM) and Cloud Workload Protection Platform (CWPP) 
tools. In the event of security issues, the DevSecOps teams 
are notified directly by the relevant monitoring tools.

Backup and restore
In order to have the ability to restore the infrastructure 
at any time, Dräger creates and configures it using 
Infrastructure as Code (IaC). This avoids error-prone 
manual configuration and deployment and makes security 
standards and policies easier to maintain. It also enables 
our DevSecOps engineers to improve scalability and 
increase productivity through faster deployments.

4	 Business continuity 
—

The hospital’s data is automatically backed up periodically, 
including full, cumulative, and incremental backups, to 
increase data reliability and recoverability. Furthermore, 
regular disaster recovery drills are conducted to enable a 
rapid recovery in the event of an incident.

Incident response
Dräger has established network monitors and analysis 
tools to provide alerts in the event of a potential incident. 
If an incident is identified, the responsible development 
teams are notified immediately. The responsible Dräger 
DevSecOps team then responds to the incident, 
investigates the issue, implements appropriate solutions, 
and identifies ways to mitigate the risk in the future.

Dräger business continuity relies on the robust infrastructure of both Microsoft Azure Cloud 
and Oracle Cloud to support our cloud services. This setup ensures scalability on demand, 
providing dependable, secure, and resilient disaster recovery solutions.
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Automated code security checks and  
vulnerability scanning
To improve code security, a variety of tests are carried out 
during development and throughout the software lifecycle. 
Applications undergo rigorous automated vulnerability 
scanning and static code analysis. The process of securing 
open-source software, managing security vulnerabilities, 
and open-source licence compliance is automated. 
This also applies to the management of operational risk 
through scanning, monitoring, and alerting technologies.

Patch management
As described, potential vulnerabilities are carefully 
monitored. If a vulnerability is identified, Dräger evaluates 
the associated risks and decides whether a quick 
remediation (patching) or mitigation is necessary.

Penetration testing
To ensure the safe and secure operation of web services, 
we (or our contracted suppliers) use specialised tools to 
test web application security in accordance with OWASP 
Top 1012, identifying potential security flaws or vulnerabilities 
in the application. Our product security engineers ensure 
that threat modelling and penetration testing are performed 
regularly. Every application is tested during development, 
at release, and throughout its lifecycle. Any identified 
vulnerability are addressed accordingly.

5	 Vulnerability  
management 
—

Reporting security vulnerabilities and 
security advisories
At Dräger, we dedicate significant effort to ensuring 
the safety and security of our devices and software. 
However, we recognise that any device or software can 
contain unknown security vulnerabilities. To support 
our development efforts, Dräger encourages security 
researchers and customers to inform us of any potential 
security or privacy vulnerabilities identified in our 
products. In line with our coordinated vulnerability 
disclosure policy, Dräger offers and maintains a product 
security website13 that provides contact information and 
security advisories containing information about current 
threats and mitigations concerning our products.

However, if you encounter any issues with our products 
that do not involve security or privacy vulnerabilities, but 
might affect patient or user safety, please contact your 
local Sales & Service representative.

Monitoring third-party software for vulnerabilities is of essential for maintaining the system 
security. The Dräger product security team monitors a variety of information sources for 
published security vulnerabilities in third-party components and maps these to potentially 
affected Dräger products. 
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The Dräger organisations responsible for the development, 
provision and operation of cloud-based solutions for 
decision support, process-related data analysis, SDC-based 
distribution, as well as its cloud service providers, are ISO/
IEC 27001 certified. The respective certificates can be 
reviewed for more information (Dräger19, Microsoft Azure14, 
Oracle15). Microsoft Azure infrastructure meets a broad set 
of international and industry-specific compliance standards, 
such as HIPAA, FedRAMP, ISO/IEC 27001, ISO/IEC 27018, 
ISO/IEC 27017, SOC 1, SOC 2, and country- or region-specific 
standards, including Australia IRAP, UK G-Cloud, and 

6	 Compliance and  
transparency 
—

Singapore MTCS. Rigorous third-party audits, such as 
those conducted by the British Standards Institution,  
verify adherence to the strict security controls these 
standards mandate.14

The Oracle Cloud Infrastructure meets a broad set of 
international and industry-specific compliance standards, 
including FedRAMP High, HIPAA, ISO/IEC 27018, SOC 1, 
and SOC 2. For more information, see Oracle's cloud 
compliance website.15

Official certifications for the security of organisations offering IT-based products are becoming 
increasingly important for hospitals. That is why we and the service providers we work with are 
certified accordingly.
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The information processed is focusses on technical device 
data. An example would be measurement readings from 
a particular device being serviced. The required service 
logs may include additional information, such as the ideal 
body weight of the patient concerned or any relevant pre-
existing medical conditions. However, it cannot be ruled 
out that a link to a specific individual could be established 
when combined with additional facility- or location-related 
infrastructure data which is not available to the Dräger 
Digital Services Platform.

Data leaving the hospital is always encrypted in transit 
and at rest, providing integrity and confidentiality. In case 
of external contracting for data processing, contractual 
obligations with service providers and suppliers are in place 
to ensure compliance with the relevant data protection 
regulations. Data processing is carried out in accordance 
with Article 28 of the GDPR for the provision of services. 

7	 Data privacy 
—
At Dräger, data protection is a vital concern. We are committed to protecting the privacy rights 
of everyone whose personal data is processed by Dräger.16

By carefully selecting and evaluating cloud providers, 
we ensure that data is processed at appropriate data 
centre locations. We have opted for a security-focused 
infrastructure, with both partners (Microsoft and Oracle) 
being world-leading companies in this field, supported by 
security certifications.17,19
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API: Application Programming Interface
CDOC: Cyber Defense Operations Center
DevSecOps: Development, Security, and Operation
IaaS: Infrastructure as a Service
IAM: Identity and access management
MFA: Multi-factor Authentication
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OWASP: Open Worldwide Application Security Project
PaaS: Platform as a Service
RBAC: RoleBased Access Control
SaaS: Software as a Service
SCS: Self-Contained-Systems
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