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Introduction
In the evolving landscape of healthcare technology, networked medical devices have become
indispensable for efficient and effective patient care and promise significant advances when
“working together”. So far, manufacturers have implemented their proprietary communication 
protocols between devices and/or systems. These protocols do not allow seamless 
connectivity with devices from third-party vendors, resulting in walled-garden systems and 
vendor locked-in, which make true interoperability impossible. Service-Oriented Device 
Connectivity (SDC) is an open communication protocol that enables true interoperability 
between medical devices and systems and is standardised by the IEEE working group 11073. 
Medical-grade data in near real time enables advanced functionalities across manufacturers, 
leading to an open system of medical device interoperability. However, in an era of growing 
cyber threats to hospitals, new protocols must meet current security requirements. The 
following provides a brief overview of the SDC standard’s security features, as well as 
additional features implemented by Dräger.
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The SDC protocol: foundation for secure 
data transport
The SDC protocol establishes a framework for the seam-
less communication of medical-grade data between medi-
cal devices and healthcare systems. While the protocol, as 
described in the IEEE standard, focuses on data structure 
and functionality, the standard itself does not specify 
detailed security features. However, it does mandate the 
use of Transport Layer Security (TLS), currently in its latest 
version (TLS 1.3), to secure communication. This provides 
a solid foundation for highly secure communication, as 
known from the HTTPS protocol, which addresses the 
confidentiality, integrity, and availability (CIA) triad and and 
forms the basis for trusted communication across almost 
the entire internet.

mTLS Mutual Authentication, access  
control lists and cascaded checks
TLS 1.3 ensures that all communications between devices 
are encrypted, protecting the integrity and confidentiality 
of data in transit. To ensure that this communication is only 
established between devices that are intended to commu-
nicate, the standard requires mutual authentication for TLS 
encryption. For this, digital certificates with limited validity 
are utilised and respective root CAs are stored in a secure 
element on the device. By default, the Certificate Author-
ities (root CAs) for mutual authentication between Dräger 
devices are stored. However, as connectivity to devices 
and/or systems of other vendors is to be established, 
their respective root CAs are to be saved to the trust store 
as well. In addition, the extended key usage fields of the 
device certificate are checked against the functions the 
device claims to offer.
 
Devices perform an additional check combining root CA 
validation and stated capabilities. This verifies whether the 
root CA is authorised to offer the capabilities claimed by 
the device. This capability-to-CA assignment is hard-cod-
ed within devices and can only be updated via software 
updates by Dräger.

In addition to TLS-encrypted communication, Dräger 
implements extra security features that further reduce 
the attack surface and safeguard the secure operation of 
interoperable devices.

To further ensure that communication is only established 

between the intended parties, we have implemented an 
Access Control List (ACL) check. Each Dräger device con-
tains an Access Control List, an allow-list specifying which 
devices it is permitted to communicate with, containing 
unique identifiers of device certificates for permitted  
devices. If a device attempting communication is not on 
this list, the handshake process is terminated.

Only if all checks in this cascade are successful,  
communication between devices can be established.

The ISO/IEEE 11073 SDC standard requires Network Time 
Protocol (NTP) for time management to invalidate expired 
certificates. The NTP service can be provided by the 
hospital itself or by an NTP server provided by Dräger. In 
theory, any public NTP server could be used. However, it 
is important to use a trusted service to prevent malicious 
actors from revalidating previously expired certificates.

Dräger requires hospitals implementing SDC connection 
between devices to have risk management established, 
e.g. according to IEC 80001-1. 

Certificate management by Dräger
Dräger takes responsibility for managing certificates, 
which are crucial for secure device communication.  
This management can be automated via the Service  
Connect Gateway or conducted by Dräger service tech-
nicians. Certificates are valid for 30 months, with renewal 
notifications issued six months prior to expiration.

Conclusion
The SDC protocol provides a solid foundation for medical device interoperability in healthcare settings,  
significantly enhanced by Dräger’s security features. Dräger ensures that medical devices communicate  
securely, thereby safeguarding patient data and maintaining operational integrity.

For healthcare institutions, understanding and leveraging these security measures is essential to protecting  
their networks and ensuring the safety of the medical devices they deploy.
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