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At Drager we develop technology for life. Our customers, regardless of what sector they are in,

depend on this technology and expect that Drager products will be secured against vulnerabilities

that could affect the functioning of the products and the security, integrity and privacy of the

electronic information and data used by the products. The security, integrity, and privacy of the

sensitive data of our customers, and operators of our systems are deeply embedded in our

development processes.

Security is not a feature or a property of a single device, nor is it the sole responsibility of the device

manufacturer or the operating organization. It is a collaborative effort that is needed to ensure a

device to be securely integrated in its target environment.

This document describes the security characteristics of the Drager RAM system.

1 Information Security Management System at Drager

At Drager, cyber security plays a key role in every phase of our software development cycle. To

control, maintain and constantly improve information security, we at Dréager work with an Information

Security Management System (ISMS).
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2  Overview of the Target Environment

Drager RAM stands as a browser-based software solution meticulously engineered for technical
workshops within diverse organizational and industrial settings. Its primary function revolves around
efficient inventory management and robust support for maintenance and service activities,
consolidating data pertaining to devices, systems, equipment, units, and vehicles into a unified
repository. This centralized data pool is accessible seamlessly across all workshop areas, catering
to the decentralized nature of organizational structures and geographical locations.

Operational efficiency is a hallmark of Drager RAM, manifesting through its web application that
enables the planning, execution, and documentation of services. Notably, the software facilitates
the organization and coordination of test and inspection procedures. Its adaptability is demonstrated
by its capability to integrate Drager test devices seamlessly through interfaces. Furthermore, the
software extends its utility by accommodating additional test devices for diverse workshop areas,
such as pump or hose test benches, seamlessly integrating them into the service process.

A key aspect of Drager RAM lies in its role-based access control system, ensuring that users can
only access functions or modules for which they have corresponding rights. This granular access
control mechanism is further refined based on the organizational affiliation of the user.
Consequently, users are restricted to accessing data solely within their designated area of

responsibility and subordinate organizations, enhancing data security and integrity.
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21 Software as a Service (SaaS)

Software as a Service is a subset of cloud computing. The SaaS model is based on the principle
that the software and IT infrastructure used (server, database, maintenance, updates) are operated
as agreed by an external service provider and used by the customer of the application.

To use the SaaS solution, you need an Internet-enabled computer and an Internet connection. The
application is not installed locally on the computer, but the software is accessed via a web browser,
such as Google Chrome. In this case, you still own the data, and we or Microsoft® host it and provide

the data storage and access. The data is used only to the contractually agreed extent.

3  Operational Security
31 Data Security

Drager RAM uses Microsoft® Azure Cloud "Platform as a Service" services to offer the end user.

It is divided into back-end and front-end systems, which form a self-contained application. This
ensures that each application can only access data which it is authorized to access. Communication
between the applications takes place exclusively through defined and secure interfaces (APIs), so
there is always control over authorized access to the application components.

Furthermore, all connections between the cloud components and RAM Connector as well as the
Browser are protected by at least TLS 1.2 encryption. Authentication and encryption are based on
X.509 certificates and a Microsoft® secured user management.

RAM uses Okta as customer identity management system (CIAM) to store the corresponding
credentials and to perform authentication for applications that authenticate using an email
address/password combination (web interface, smartphone app). If authentication is successful, the
client receives a JSON web token from Okta, which is stored locally and permits access to RAM.

The token functionality is used to secure tenant mapping and access rights.
3.2 Security of your Personal Data

Data protection is important to Drager. Your data will automatically be encrypted during
transmission. Our data protection measures always correspond to the state of the art.

Drager sometimes uses external service providers to process your data. Contractual obligations
with service providers and suppliers are in place to ensure compliance with the relevant data

protection regulations.
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By carefully selecting and checking the infrastructure operator (Microsoft® Azure), we ensure that
personal data processed during operation on our behalf does not take place outside the EU. By
choosing Azure, we have opted for a particularly security-driven infrastructure, operated by
Microsoft®, one of the world's leading companies in this field, and backed up by obtaining

corresponding certificates (link: https://azure.microsoft.com/de-de/overview/trusted-cloud/).

3.3 Software Development Process

The software has been developed according to recommendations from Microsoft®, by following the
guideline (Develop Secure Applications On Azure) for establishing a secure development lifecycle.
Application code is continuously monitored with static and dynamic security tests for vulnerabilities.
Furthermore, open-source software components used in the application (cloud applications and
smartphone apps) are detected automatically during the build process and constantly screened
against databases such as the NIST National Vulnerability Database and VulnDB. This keeps
Drager proactively informed about newly disclosed security vulnerabilities in the components used,
and measures and security updates can be provided as quickly as possible.

The development and deployment infrastructures are highly automated. This enables quick release
times in case of a necessary security fix.

4 Automatic Testing

Personal protective equipment has to be checked regularly by law or after it has been used, cleaned
or repaired. Drager test devices provides you with the complete spectrum of static and dynamic
tests for respiratory protection products. Through communication between Drager RAM, RAM
Connector and test devices. Testing can be started automatically from the cloud and performed
locally. The test results are saved back to the cloud after the test. The data exchange is

bidirectional.

41 RAM Connector

The RAM Connector is a stand-alone Windows® software required to establish a bidirectional
connection between the web application Drager RAM and locally installed Protector software. This

connection allows Drager RAM to send test orders to the Protector software and receive test results.
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4.2 Protector Software

The Protector Software is a Windows® application for the communication with test devices like
Prestor 5000, Quaestor 6000/8000, Testor 3500 and RZ 7000 to perform automatic testing on
various breathing safety products. The software included with the device guides the user through

the test steps and logs the test results.

5 Web Application

Access to the web interface takes place via browser over a secure HTTPS connection. The
connection needs to correspond to the TLS 1.2 standard at a minimum, and connection requests
with lower TLS versions are always rejected. Users then authenticate themselves with the system

backend with a combination of a username and password.

6 Penetration Testing

Penetration testing is an integral part of the continuous development of the RAM system, and tests
are conducted by external experts at regular intervals. All findings are evaluated and mitigated as
necessary.

7 Patch Management

We expect to deploy updates on a regular basis, at least every 3 months. RAM was implemented
with a focus on easy maintainability and deployment of new releases, which facilitates the quick
rollout of security relevant patches or hotfixes when necessary. Drager provides updates for the
RAM connector to be downloaded and installed by the customer manually. The user will be
informed via notification if a new version is available. This need to be installed by the user.

Updates to the cloud application do not require any action by the client.

8 Vulnerability Monitoring

At Drager we understand the importance of monitoring public information for vulnerabilities. Our
product security team monitors a variety of information sources for published security
vulnerabilities in third party components and maps these to the possibly affected Drager products.
These sources include the National Vulnerability Database (NVD), MITRE’s CVE List, VulnDB,
and several vendor-specific RSS feeds, mailing lists, relevant websites, and industry leading

vulnerability reporting tools, such as Black Duck®. Furthermore, Drager is a member of the
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German Alliance for Cyber Security, which provides timely information on current threats and

vulnerabilities.

9 Reporting Security Vulnerabilities and Security Advisories

At Drager we put a great deal of effort and dedication into the safety and security of our software.

We are however aware, that software may contain unknown security vulnerabilities. To assist us

with our development efforts, Drager encourages and supports security researchers and customers

to responsibly report to us, any potential security and privacy vulnerabilities identified in our

products. Drager maintains a product security page at http://static.draeger.com/security/, in order

to provide contact details and information concerning the procedures to follow, test and to report

vulnerabilities.

We also publish security advisories on this product security page, containing information about

threats and mitigations concerning our products.

If you encounter any issues with our products which do not implicate security or privacy

vulnerabilities, or if you encounter an issue which might affect user or operator safety, please

contact your local Sales & Service representative.
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